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1. What is CrypTool 2

e ,Graphical programming language”
— over 170 components for cryptography/cryptanalysis
— over 220 templates for cryptography/cryptanalysis

* Classical and modern cryptography
— Caesar, substitution, transposition, ADFGVX, Enigma, M209, etc.
— AES, RC2, RC4, DES, Diffie-Hellman, RSA, SHA-1, Keccak (SHA-3), etc.
* Cryptanalysis of classical and modern ciphers/protocols

— Vigenere analyzer, keysearcher (brute-force attacks on symmetric
modern ciphers), factorization, Enigma analysis, etc.
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1. What is CrypTool 2

* CT2 current version: 2.1
— next release in December (Christmas update)
* Different types of builds
— Nightly builds every night ©
— Betas and releases 1-3 times a year
* Two installation types
— Installation via executable (NSIS installer)
— ZIP-installation via unpacking
* Automatic upcdates
— Both installation types support auto-updates
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1. What is CrypTool 2

* Three Languages: English, German, and Russian /5\—”
— Main application, components, help, emplates, Wizard J .
— Russian done by automatic translation © T ‘

e .NET Version: 4.7.2

M |crosoft®

NET

* We use Visual Studio 2019 {Community Edition)
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1. What is CrypTool 2

Some challenges we faced and solved in the last year(s)

e Update of Visual Studio to new version (from 2010 to 2019)

— Pro: newest version ©
— Contra: update of build server takes a lot of time and is difficult

* Change from x86 to x64 target
— Pro: more memory!! ©

— Contra: update all libraries and components to x64

* Update of all C++ libs to newest Visual C++ redistributables
— Pro: no need for parallel installations of different redistributables
— Contra: update of all libraries and components to the newest version
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1. What is CrypTool 2

1. The Startcenter — the entrance into the application

CrypTool 2.1 (Nightly Build 8404.1) - Startcenter

(i 1T

oA €

A ] Y
.@New - | T70pen - — S N - Log
Startcenter CrypTooiStore  CrypCloud  Updates  Settings  He

Home | Edit  Crypto Tutorials

File (] Execute L] View & Extras
X Startcenter x |
Welcome to CrypTool 2. There are two ways for a quick start; Click on the wizard button in the section "Main Functions® to get a guided tour, or load one of the pre-defined workflows in the section “Templates” which demonstrate the program functionality in cryptographic scenarios.
Main Functions = UTemplates < News
£ ngeset : Primes Powe tutoriak: Use already existing ath.dll from Lib ...
228 Changeset [8404]: Primes PowerMod tutoriak: Use alread) WpiMath.dil from Lib
Use the wizard to easily try some CrypTool 2 features, e -
b ) Cryptanalysis E) Changeset [8403]: Primes PowerMod tutorialk: - Changed "Progress® log to show formula ...
o '/ Hash Functions BBChangeset [8402]: * WorkspaceManagerModel: ** moved initialize method of PluginModel ...
Create a new workspace with the graphical editor. - ) ;
i S I35 Mathematics ) Changeset [2401): * FormatPreservingEncryption: = small typo fix in online help document
=
[ Ei‘:‘;’JCodes _
b @Protocols ) Changeset [8400]: * MorseCode: == added time calculation in play-mode to show progress ..
a
Open CrypTool Store ¢ 4} Steganography [ Changeset [8399): Renamed "BitCommitmentScheme” plugin to "ISAPEtCammitmentScheme?. ...
I = Tools £:) Changeset [8398]: Made Online Help generation more robust, because it does crash ..
) Changeset [8297]: WorkspaceManager: Use line adiustment mechanism also for all dragged ...

Read the online documentation.

_ Recently Opened Templates

Open the CrypTool Book.

Visit the official CrypTool 2 website,

(=i

Visit us on Facebook.

mhwoB s~

Show this welcome screen at startup.

Info: 11:18:17:717: CrypTool 2.1.8404.1 started and ready!
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1. What is CrypTool 2
2. The Wizard — for beginners

Please select the kind of task you want to fulfill and click "Next" to proceed.

Description

Selecting this allows you to encrypt a plaintext or decrypt a ciphertext. You can choose which algorithm you want to use for doing this.

(t CRYPTOOL 2 Nils Kopal 2019-10-31 9
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1. What is CrypTool 2

3. The Workspace Manager — implements the graphical programming language

@

— Home Edit Crypto Tutorials

v “»
@va 7 Open ~ HSM- @an ® S/ .LDQ

File

(Components

Classic Ciphers
[EJ ADFGVX
| ' | Caesar
4 Enigma

& Fialka

A Hill Cipher
ﬂ Lorenz 5242
Mz

ﬁ M209

ﬁ Nihilist

Fist] Playfair
f Purple
@ Scytale

3; Solitaire

B8 spanish Strip Ciphe

h::'{.i Substitution

3P Modern Ciphers

&) Steganography

i i Hash Functions

), Cryptanalysis

@3) Protocols

R Tools

CrypTool 2.1 (Nightly Build 7460.1) - test

o

X

Davout -

A ©

Text Input

mrEge
Welcome to the
CrypTool 2 demo
showing a Caesar cipher

54 characters, 1 line

.
—HE

Text Input

170% |l — @ — (|

Caesar

>

Jrypbzr gb gur
PelcGbby 2 grzb fubjvat
n Pnrfne pvcure

54 characters, 1 line

,M EBQ Toxt output n“‘
-

Text Output

Play Staricenter CrypCloud  Updates  Settings  Help
] Execute M Wew & Extras =
Qv | startcenter X |[D R test x|
1 stop th please push the stop button or enter new data to start a new calculation)
Parameter

linfo: 09:55:14:515: Calculation finished after 1 second (To stop the workspace please push the stop button or enter new data to start a new calculation)

CRYPTOOL 2
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1. What is CrypTool 2

4. The CrypCloud — allows distributed cryptanalysis in the , cloud”

o ~
Date dob,ID, dobjname Size C' JobID:  F3CO1F20673F7EABAOCAFC24E0TO2653

6/4/2018 3:33 PM F3C91F20673FTE4BROCAFC24E07582653 LDES 5S6bit - Partially Enown-Plaintext Attack 46.54 KiB kopal Job name: DES 36hit - Partislly Known-Plaintext

Epoch:

I 18858 / 286720

Peer ID IP Address
A4EF160CCE272443ABFBY3SEFIERZCEF 141.51.125.18

[ssessssesssssesusesipaons | Job: DES 56bit - Partially Kno... 1D 532679E024FCCAAO4ABTE3F67201FCOF3
" |Save Total blocks: 536.870.912 Keys per chunk: 134.217.728
Connect Avg. time per chunk: 00:00:55 Keys / sec: 4.875.000
Dataspace Size: 512 PB Throughput / sec: 37.193 MB/sec
Estimated end: 2/21/2488 9:15 AM Remaining time: 468 years, 133 days

18.859 / 536.870.912

(t CRYPTOOL 2 Nils Kopal 2019-10-31 11




1. What is CrypTool 2

5. The CrypTool Store — allows to easily publish components

(M
CRYPtOOL StORE

Welcome to the CrypTool Store!

Search:
Crypto Number Table

Show resources

The crypto number table is a simple, yet far from trivial cipher. This component is an implementation of the cipher.

e ST T s Authors: Nils Kopal
Authors” Email(s): kopal@cryptool.org
The crypto number table is a simple, yet far from trivial cipher. This component is an implementation of the Author's Institute(s): CrypTool 2 Team

cipher.

Version: 1.8
! File size: 25.18 KB

Designing a purely manual cipher (i.e, one that can be computed by hand) has proven a difficult problem. Most designs are either
too complicated for practical use or insecure (some are even both). Almost all manual ciphers that were developed in the pre-
computer era can be broken today with a computer, Although manual encryption algorithms have lost impertance with the

' George Lasry's English hexagram statistic file advent of cheap computers, they are still an active field of research.

.~ English hexagram statistics

On the website of crypto collector Nick Gessler, who is a professor emeritus at Duke University, Klaus Schmeh found a very simple
manual cipher that looks quite interesting. It is referred to as crypto number table,

K

The cipher consists of a secret table, The table contains 100 entries, each one censisting of a letter, a digit, a letter pair (bigram) ar
. B Tz ] G ety s - To e a letter triple (trigram). The bigrams and trigrams represent the most frequent ones in the English language. For encrypticn, each

entry is enceded by its line and column number.

e Source! Schmeh, httpy//scienceblogs.de/klausis-krypto-kolumne/2018/09/01/can-you-break-the-crypto-number-table-challenge/

K]

nstal Update

CRYPTOOL Nils Kopal 2019-10-31



1. What is CrypTool 2

6. The Online Help — contains information about each component (en/de/ru)

G

CRYPTOOL 2

Cryptography for everybody

00

A = =

CrypTool 2 — Online Documentation

L

Components

= - ©

Templates Editors Common

Here, you can find a description of all components delivered with CrypTool 2.

® Order by alphabet O

Order by categories

Filter: |

| (188 matches)

A

Achterbahn

ADFGVX

ADFGVX Analyzer
AES

AES Visualization
Alphabet Permutator
Alphabets

Array Indexer

Nils Kopal

Achterbahn is a stream cipher and was a phase 2 candidate in the
eS5TREAM Project

Cipher used in WW1, combining substitution and transposition

This component analyzes the transposition key of the ADFGVX cipher
Advanced Encryption Standard (Rijndael)

Visualization of AES encryption

Permutes an alphabet using a password

Alphabets Plugin

Content of the chosen index of the array

2019-10-31
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2. Highlights
1. Enigma visualization of internal workings
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2. Highlights

2. One-time pad misusage (same key used twice

G

CRYPTOOL 2

Cryptography for everybody

Bt Heade

C[EEEE]” T T(eERET T (euape Pictans gt .

Plawttext A

ALEEY Picturs Dutpet —HR

— | 2
> (Eomn|” ™ [FEonn)

This template shows why the One Time Pad should always be used only once.
Plaintext A and plaintext B are both encrypted using the same one time pad:

Encrypted_A = Plaintext_A XOR One Time Pad
Encrypted_B = Plaintext_B XOR One Time Pad

Soth cipertexts analysed independently do not offer any information if the attacker has not the one time pad. But if the attacker combines
Encrypted_A and Encrypted_B using the XOR-function, he can reveal a huge amount of information.

This can easily be sxplained by locking at the equations:
Encrypted_A XOR Encrypted_B = (Plaintext_A ¥OR One Time Pad) ¥OR (Plaintext_B XOR One Time Pad) = Plaintext_A XOR Plaintext_B

Thus using a one time pad twice an attacker may remove the one time pad completely from both ciphertexts and gain information about both
plaintexts.

So using = one time pad mers than encs is = bad idsa )

Nils Kopal
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2. Highlights
3. Vigenére cryptanalysis — breaking of Kryptos K1 and K2

IEB‘IU FPHZLRFAXYUSDJKZLDKRNSHGNFIVYQTQUXOQBOVYUVLLTREVIYQTMKYRDM B seort e TALETEEESE T G T T Y ESATE aFI’WEENSUBTLESHADINGAN DTHEABSENCEOFLIGHTLIESTHENUANCECFIQLUSIO
‘% Elaps=d Time: 00:00:05 Keys/second: 286,131
-
‘Current analyzed keylength: 15
2 Valug Ky Key Length Text ~
1 615371406684483  PALIMPSEST 10 BETWEENSUBTLESHADINGANDTHEABSENCEOFLIGH
1 TA4622560678902  PALIMPSAJK 10 BETWEENDEFTLESHADNCLANDTHEAFVINCEOFLILTE,
1 TB4165430067456  PALIMPSGOT 10 BETWEENTAETLESHADGOGANDTHEASMENCEOFLIER
4 BESTEVBASI42817  UCEOFPNUORNCE 1 JCDALESREASONCEROUGHLDEHOUTALSEEI LETONN
4 BTINMES00317SIE  UTIFHCULORNGR 4 JHOKIOTREASCNCES KHESI DEHOUTALESTHECTONN
6  BO2166436664129  PFLDKNILBWPQLGT 15 BSTYPUDKNITTERYATCILLEDECENYMENTEDTRSAFEL
6  898792919061952  PSLDICILBWPOEDM 15 BFTAGOCKNITTLEHADCORREDECENBYWNDEDHESAR
4 902416547678285  JGPWOCWSILSOC 13 UOMICOPEFURNMOMANSIUTEDGROWSCMYASHIPI
7 O02421827639554  SEIBIAIDCRRALOT 15 OASTHADAMETLERYTOELYPELDOESYMEIOGFIGSHE/
5 Q0737307803082 LCEOSANURRNCE 4 JCDANASREESOMNCEROUNDLDEMOUTALSEEVGETOY
2 010251408210425  PSIEXCILEWPCLOT 1 EFSTOODKMITTERYADELNREDECENYMENDGFSESAR 63 characters, 1 line
; B 1 T e
Ciphertext K1 Plaintext
e L s .,
= Vigenére Analyzer
L
KRYPTOSABCDEFGHULMNQUWWXZ Kryptos is an encrypted sculpture by American artist Jim Sanborn lecated on the greunds of the Central Intelligence Agency (ClA] in
Langley, Virginia. Since its dedication on Movember 3, 1990, there has been much speculation about the meaning of the encrypted PALIMPSEST

messages it bears. Of the four messages, three have been solved, with the fourth remaining one of the most famous unsclved codes in
the world. The sculpture continues to provide a diversion for cryptanalysts, both amateur and professional, who are attempting to
decrypt the final section.

Source: http://enwikipedia.org/wiki/Kryptos

With this template we demonstrate the solution of Kryptos K1 - the first message of the Kryptos sculpture,
The Vigenére Analyzer component takes the K1 ciphertext and the Kryptos alphabet (KRYPTOSABCDEFGHULMNQUWWXZ). It perfarms a 10 char 1 line

hillcimb-search for Vigenére keys between 5 and 20 using 100 restarts. e
Key

Kryptos Alphabet

(Cx CRYPTOO Nils Kopal 2019-10-31 17
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2. Highlights

3. Vigenere cryptanalysis — breaking of Kryptos K1 and K2

Start Time: 10/14/2019 2:33:59 PM End Time: 10/14/2019 2:34:05 PM
A= EQ = =HE&
T LRAKVISDIKZLDKRRS TE Elapsed Time: 00:00:05 Keys/second: 286,131 HESTHENUANCEORIQHISIO
. Current analyzed keylength: 15
# Value Key Key Length Text
1 6.15371406684488  PALIMPSEST 10 BETWEENSUBTLESHADINGANDTHEABSENCEOFLIGH
2 7.44622560678902  PALIMPSAJK 10 BETWEENDEFTLESHADNCLANDTHEAFVINCEOFLILTB
i 3 7.84165489067466  PALIMPSGQT 10 BETWEENTABTLESHADGOGANDTHEASMENCEOFLIEK
:_3 e 4 8.65787845142817  UCEOFPNJJORNCF 14 JCDALESREASONCEROUGHLDEHOUTALSEEJLETONN —
o - 5 8.73148599317518  UTJFHCUJJORNCF 14 JHOKIOTREASONCESKHEBIDEHOUTALESTHECTONNI
ﬁﬁ;f;;mmw % 6  898166436664129  PFLDKNILBWPQLQT 15 BSTYPUDKNITTERYATCILLEDECENYMENTEDTRSAFEL)
=l 7 8.98792919061952  PSLDJCILBWPQEDM 15 BFTYGODKNITTLEHADCIRREDECENBYWNDEDHESAF
8 9.02416547678285  JGPWQCVSILSOC 13 UOMICOPEFURNNONANSJUTEDGROWSCMYASHIPIT
9 9.02421827639564  SEIBIAIDCRPALQT 15 OASTHADAMETLERYTOELYPELDOESYMEJOGFIGSHE£
26 characters, 1 line 10 9.07373107893992  UCEOSANJJRRNCF 14 JCDAWASREESONCEROUNDLDEMOUTALSEEVGETOV
Kryptos Alphabet 11 9.19251408819425  PSIBXCILBWPQLQT 15 BFSTOODKNITTERYADELNREDECENYMENDGFSESAFI s
An A AAmAArATAAAAAA s aEmet A \a N AP AT A AR A .ﬂ..m..r,.w...)..
(y CRYPTOOL 2 Nils Kopal 2019-10-31




2. Highlights

4. Letter frequency analysis and Friedman test

L-H=0 Tt <ER

The Declaration of Independence
IN CONGRESS, July 4, 1776.

The unanimous Declaration of the thirteen united
States of America,

When in the Course of human events, it becomes
necessary for one people to dissolve the political
bands which have connected them with another, and
to assume among the powers of the earth, the
separate and equal station to which the Laws of
Nature and of Nature's God entitle them, a decent
respect to the opinions of mankind requires that they
should declare the causes which impel them to the
separation.

We hold these truths to be self-evident, that all men

are created equal, that they are endowed by their
Creator with certain unalienable Rights, that among
these are Life, Liberty and the pursuit of Happiness.-- «

8,334 characters, 45 lines

G

Plaintext

CRYPTOOL 2

Cryptography for everybody

Vigenére

Nils Kopal

Frequency Test

(-
Character (unigram) frequency (in %) :

Friedman Test

84299

L P T U AN aNT X YT S

M N O

Q R

KeylLen = 14.68527

IC_provided = 0.0667

85 characters, 4 lines

IC_analyzed = 0.04038

Mode = polyalphabetic

Text Output — - |

0%

Test Results

2019-10-31 19



2. Highlights

5. Homophonic Substitution Analyzer — breaking of the Zodiac-408 letter

AfEBe Text Input —w |

O3RZAUBRKDR=pX = BWV+eGYFEOHP @K

Y IY * UIKT qTtHEY D55/ B4 BPORALISRIER LM dr vi- i |s
\OFHVWeBY @ ~aGDoKI6qKESS .
(RNHIYEIOEQGETO545Ld, P48 B g HMU * RRkcTanlWa!
BELMrO$2RDR <=5 NIsEUHKFZcpO\VWIS 1L}

1+ REHIATR_TVr\de/EX JOAPSMERLALNVEKH=Grl L |
JKEGBLMINAIZIP2UpkASEEVINY =\ THOP* =Sriflle67DzG% Dictionary

2INNK) ScE /D33 TTAPE B pek qWn_F43c- @OA0EH
OT3RUc+_d¥q_*SqWWZaGYE_TYASHELt HIFEXEXADD
\TLl=q_ed=#62500RXOF%GZE M 2l
+rAPOWEVEXIIWISaEH M) =Ulk

408 characters. 1 line
.

Z-408 Meszage

Cryptanalysis of the Fodiac-408 cipher

“Zodiac Killer” is the psaudonym of 2 serial killer who operated in Morthern California. The killer's identity
remains unknown. Zediac murdered victims in Bznicia, Vallgjo. Laks Berryesza, and San Francisco betwaen
December 1968 and October 1969 Four men and three women betwean the ages of 16 and 20 were targetad.
The killer originated the nams "Zodiac” in a series of taunting massages sant to the local Bay Arez prass. Thess
messages incuded four cryptograms (or dphertestsl. OF the four cryptograms sent. only one (Zodiac-208) has
been definitively solvad. Source: httpsy/enwikipedia.org/wikd/Zodiac_iller

This template allows o break the Zodizc-208 meszage (using the "Homophenic Substitution Analyzer”) either
zutomatically or interactively. The interactive (semi-zutomatic) mode is selected by default in the anahzer's
settings.

After starting the wemplate’s workspace the first time (by dicking the Play button). the anzhyzer needs some time
o load huge pentagram language statistics and 1o fill the cphertext and the plaintex areas with letuers.

Im the semi-automatic mode, the 3 buttons “Analyze/Suop”, "Reset lockad letters”, and “Find/Lock words" within
the analyzer componant are enablzd. To start the analysis process click on the "Analyze” bumon. After some time,
the auto-locker will automatically lock already revealed words. You can stop ("Stop”™) and restart ["Analyze”) the
anzlysis process 3t any time. When the analysis is stopped, you can 2lso lock and unlock single letters of the
revaaled plaimtext by yourself with a left mous= button click. After locking a letter with the left mouse bumon,
you can change letters using the right mouss buton: Each click on the right mouse button shows the mext valid
latzer; clicking the right mouse button plus Shift selects the pravious lemer in the plaintest alphabet.

CRYPTOOL 2

Cryptography for everybody

G

LA

Analyzer | Key leter distribution | Bastlist

The cipheartzit length iz 408 and the ciphertext contains 54 different homophones.

Ciphertext zlphabet:

Plaintext mapping:

Ciphertext
S s P/ 2/ U
IO % £f R 1 g
d / P ¥ B B X
L) 1 =~ R & H
P k2 S §# BV
+ @ 9 A 9 B %
$4 ¢ 6 e 5 B O
Revealad plaintext:

I L I KEIE KI
W I L D G & R
O K I L L 85 ©
T H 2 N G E T
E I WIUILTUL B
E 585 I W I L L
L L ECTTIN

Homophonic Substitution Anahyzer

Nils Kopal

B
=
q
I
W
o
R

{7 = & I = I = B o I

I I R I ]

O O 0 H B H B

b

[N B
L= -

of!

H H B =2 |3 =2 H

[

L o W oA s

(B R o T B B FR 7
o w0 =2 @ oW

o A
+ O W W g o

[}

[#]

4 M =2 d o =2 ®
B H H B G O O

- T < R e R

Stop

m oL or o~ om H

o

mw o =2 9 H B om

[0 P S v

2 dmw™w o < o H

H oo m o WNo =

Lo I~ B B R I

H o~ " i o

b= B - B e = B - T - A o

Ho@ g+

[5 BT B R

m o o g H 2 @
o =22 0 0 = o

>

w2 ¢ owowW o d M

ABCDEFSHIJKLMNOBQRSTUVIXYZET0abede fghiklmn

Rezet locked lettars

[ T w I T [ v B

BoWoH 2 oA [

)

grstuvWwryzAGSR123456T890R

H

E @R 0o @ 09
H oW o= [ e m

H < o 1 2 o H

B = B R = R+ B

B Mo H = d [

H @ B

H o= 4 | mH

M

EH o owmom o E A
H oo B o | oW H

Lo IR R = R U s T

ILIKEILINGPECEBECAUSETSSERHMNTCOREDNTHARTWDAETOLDASVEE JUZQCPEYRAVOOWGY Z

Find/Lock words

@ K ! g e
G D 9 E I }
L M r S § B
R U t % L/}
% % I M N k
E E T ¥ &
oW & VvV E X
S 8 ERUC
A N I 8 T H
T H L I L L
G I R L T|H
L L T HE| I
S E E 0O W
DEETBE O

H o ow = = m &®

[ B R = I s I o R =

w ok o Hoa g

=

H B =W = =

[ < I

Ll

B g o 0 9

2019-10-31

ALEES Text Output —H2

ILIKEKILLINGRECPLERECAUSEITISSERUCHMUMNITIOROR
EDUNTHARKILLNGWILDGAREINTHEMOLDESTBECALISE
RAMISTHEROATSARGERTUEAMARALCDALLTCKILLSORET
HINGGIVESRETHEREAT THLILLINGEXREDERCEITISEVEME
ETTERTHANGETTINGECULDO CXE0MDWITHAGIRLTHER
ESTRALTEMITIATHAEW SIEPAILLEEDEEORNIMPALAD
ICEQNSALLTHEIHAVEKI LLEECORERESLAVES
LMOTGIVEEOURENAREBECAUSEEQUWILLTRETESLOISO
WHNODOTEPRECOLLECTINGODSLAVESMORREAMTELLID
EEBEOLIETERETHHPITI

AD8 characters. 1 line

Revealed plaintest

AEZED IR =R

[ILI5UEP]
WAL
255 characters, 21 lines

Ravealed key

v

i 1= IS

KILLING
BECALISE
74 characters. 2 lines

Found words

20




2. Highlights
6. Avalanche effect visualization gAESZ

Input Data Encryption Results after All Rounds of AES-128

50-9E-D2-C5-8F-AF-7E-84-6B-D7-B7-80-1E-EB-50-CF 43.8 %
18-E0-CB-3B-1D-0F-0B-69-11-09-CD-29-31-17-F9-86 49.2 %
C8-35-A2-FC-DD-2B-44-15-21-5A-62-74-06-8D-8B-4F 50.8 %
10 87-6B-3A-E8-58-FB-58-79-B7-E3-61-7F-00-63-4F-32 39.8 %

Check avalanche effect after round ...

00000000000\
Overview

Nils Kopal 2019-10-31 21




2. Highlights

7. Differential cryptanalysis

Torarsal 3: Cipher 3 (16 bie mleckssca, §ssskags, Raplesgeh Lo OF btz m Characteristic visualisation
A —
. 1111 1111 | | T
100 p—— e
v S J|sBox SBox SBox SBox
rigger ~
| sowscen coowwee oo cocoloencenabooun onas s st oo s oenobocen s Jowws sl ool e cccod Q wv,=0001C
[ ssacon covasass e sovalocn cunabooss orasfunse e o ecodar s s s oo e oo a L
T e T e e e e s ey Permute
mmmmmmmm
| Souuacor ccoussss [ souolovy o boos {137+ oo a7l s ooz s ot L
D ky
- I T 11 TTTr TTnd 1111 b
< 2

DCA PathVisualiser

DCA PathFinder

x

DCA Cracle and DCA ToyCiphers
together form a unit for
generating the block pairs.

Round status | Full status

Cizhar 3 {16 bdr mlockaira, § axsksye, Eayleng=s ia 56 hiz}

—

10001101 01100101 10111000
Q1000011 10110010 10001010
10010101 31010101 10101010

Q1010111 10111111 00000101

To binary

=

DCA Oracle

Input of the key

CRYPTOO

Cryptography for everybo

G

Nils Kopal

DCA ToyCiphe

SmazEi Licdlila

szaziss mmmmppeiss oumds %

=xpmcced diffasance: DOLI0EOCODODDID
Corzect mmy cardidata: 1111000040402030

maccared sosoray: 10110050000O0400

=2 16241218

mrpmsmas prevardlier: 0.0E1
=pmcoed bizcomc: 105
CounT of smeasqupaina: 136

mraz of kaye To Tt 16

]

To text (1 0)

Hemin
128

2z

DCA KeyRecovery

2019-10-31

Output of the key
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2. Highlights

8. Image hashing (robust hash functions)

CRYPTOOL 2

Cryptography for everybody

File Input

Image Proces:

ALEEES Picture Output —~Hi

Original Image

A=

Picture Output . - 4t

Original Hazsh Image

==

AL=EQ Text Output . -

00 20 B0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80
00 20 ©0 €O 00 40 00 20 00 30 00 10 00 18 00 02 00 04
00 06 ©0 02 00 03 00 01 &0 00 €O €0 40 €0 63 00 2E 00
18 00 F2 00 F& FF 7S FF FC FF F1 FF 72 FF 7B FFFC FF C4
FF &5 FF 02 7F 01 FF 01 FE 00 FE 00 7C 00 FC 70 FC 70 FC
00 FC 00 B0 00 FC 00 7 00 FC 00 FE 00 FE 00 FF 00 FF 20
FF CO FF EQ FF FO FF Fd FF EF 7F DF FF DF FF FR FF

383 characters, 1 line

QOriginal Hash Valus

mage Hash

Picture Output . “*

Processed Image

Picture Output

Processed Hash Image

|BEZEQ S =K%

00 C0 00 200000 00 00 00 00 00 00 00 00 00 80 00 CO 00
CODDEOODEDOOTOODTEO022003C000C00O0C 0006
O0OE0003 500120071 COCOET COG7 003ED03C 00 FE
21 F& FF F& FF FC FF F1 FF FE FF FC FF FC FF C4 FF 82 FF
02 FFO1 FFO1 FEQOFE QD FCOOFC 20 FC 20 FC OO0 FC 00
2000 FC 00 FC OO0 FC 00 FE QO FEOQ FF OO FF 80 FF COFF
E0 FF FO FF EQ FF EF FF CF FF DF FF FF FF

383 characters, 1 line

Proceszed Hash Value

Nils Kopal

2019-10-31
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2. Highlights
9. Factorization of big numbers with the guadratic sieve

EmEE o | Start: 10/14/2019 2:5226 PM  End: 10/14/2019 2:52:26 PM
£
51 decimal digits, 167 bits Elapsed: Remaining: None :;
s [
DTG et s Prime Factor 7 : 1093 (4 digits / 11 bits) A 1;1
X Prime Factor & : 4561 (4 digits / 13 bits) 1003
At_:ove in the_input compenent, you can enter any number. This n_umbe.r Prime Factor 9 : 6301 (4 digits / 13 bits) 4561
will be factorized by the quadratic sieve compenent when executing this " . o i 5301
workspace (Play button). The result will be shown in the output -E Prime Factor 10 : 368083 (6 digits / 19 bits) 262080
compenent on the right. G Prime Factor 11: 1616161 (7 digits / 21 bits) 1616161
_ ) 9 Prime Factor 12 : 2664057031 (10 digits / 32 bits) 2664097031
T:J;nbers can also be entered as a3 mathematical expression, e.g. 2420 Prime Factor 13 : 26751945361 (11 digits / 35 bits) . 26751045361
If the_ result of the mathematical expression is 2 fraction, only the integer 82 characters, 13 lines
part s used, e9. (2"3-1)/2 = 7/2 = 3. e
=8 Found Relations: 0 Meeded Relations: 442 3 :
The given number is {2304-1)/2 which is 303 digits long and has 5 5._;-'“ eund Relstions e ations Output: All factors, one per line
factors. After qU|ckIy splitting off tr_we two s_‘mall factors whl_ch are found_ E Cores usad: 8 State: Sieving finished. Found all 13 factors.
first, most of the time (about 15 minutes) is used to factorize the 291 bit
composite (38353..78743). Starting, please wait. e [

> Quadratic Sieve

Nils Kopal 2019-10-31 24




2. Highlights

10. Visualization of the BB84 quantum key exchange protocol

+x
Ix—+ vertical / horizontal photon base
¥
j e diagonal photen base
|
X {0,
Al polarized photons
X+
bits
Initial key 8884 Photon Encoder EEAL s
Y 1]
R - -
-~ -
1 01
HX
10101 10101
S e
B384 Key Generator BBE4 Key Genarator

(t CRYPTOOL 2 Nils Kopal 2019-10-31 25



2. Highlights

11. Cryptanalysis of (short) Playfair ciphers (using an external cryptanalysis program written by Lasry)

The Playfair cipher or Playfair square or Wheatstone-Playfair cipher is
a manual symmetric encryption technique and was the first literal
digram substitution cipher. The scheme was invented in 1854 by
Charles Wheatstone, but bears the name of Lord Playfair for
promoting its use. The technique encrypts pairs of letters (bigrams or
digrams), instead of single letters as in the simple substitution cipher

and rather more complex Vigenére cipher systems then in use. The
Playfair is thus significantly harder to break since the frequency
analysis used for simple substitution ciphers does not work with it.

Ciphertext

b

This template demonstrates a ciphertext-only attack on the Playfair cipher. The plaintext above is encrypted with
the Playfair component and the resulting ciphertext is sent to the Playfair Analyzer.

Please note that in Playfair for every key there exist several equivalent keys that generate the same ciphertext.

CRYPTOOL 2

Cryptography for everybody

G

Nils Kopal

ﬁ Start Time: 10/14/2019 2:56 PM End Time:
E Elapsed Time: 00:00:11
# Walue Key Text Info
1 2.566.387 HISTO|RYABC|DEFGK|LMMPQ|U'  THEPLAYFAIRCIPHERORPLAYFAIRSQ  [5 sec][1.972K decryptions (332K /se
2 822.334 HIRMY|TAFGK|SODBE|LMCPQ|U  AVAPRIKOHEMIALROLRSPRIKOHETIC  [9 sec][3.823K decryptions (385K/s5e
3 809.173 YPDOA|BWOTR|ZXEMI|CUVHF|L  AMMESTDIALABOTEAFVYCSTDIALO!  [9 sec][3.823K decryptions (385K /se
4 796.783 CUWPQIHSIAQILTYRN|DMEFB|K  ASVERYIFTITYSTHEKCDNRYIFTIONE  [4 sec.][1.273K decryptions (292K/se
5 731.805 DEOHQ|GTRPV|WXBCZ|SIAYN|L  EATLAVIOANAPEISEPKWFRAVIOANYC [T sec][2.555K decryptions (352K/s5e
(5] 718.692 HKRQU|OFATLIYEMIW|NGSDPJE  TYSESHFMMMNMHAITIBRZOSHFMM [T sec.][2.563K decryptions (352K/se
T 703.726 HFSCK|YUMGP|ETOQX|RLDWZ|I TAMURENOMHHEQUALSKIWRENC! [T sec][2.579K decryptions (352K se
8 682.050 OMITS|HRWYA|QBPEN|ZCUDF|C  SMKOBAYNATWHICTUZRPKBAYMAT [10 sec][3.860K decryptions (385K/s
] 679.678 KVXCN|ISORAJUFBQE|MPGZH|T SAPHCANADAWAMUSTMZOGCAMA  [4 sec][1.299K decryptions (294K se
" 668.818 EDBAY|XVKQZ|LGPCW|HFUSR|IT MNOPTOSBYAROWITTELSEPOSBYARE  [4 sec][1.299K decryptions (294K /se
< >
|39 Received value for 100: 8 0%
Playfair Analyzer
2019-10-31 26



2. Highlights

12. AES-encrypted video chat (with Diffie-Hellman

X

onverter

store IP

= > 46_};
S

Camera

Converter

Picture Output

Audio Input Audio Output

5069 85 69 00 8A FF C2 37 88 D5 26 6142 F9 B2

47 characters, 1 line

Ct CRYPTO%IV_ 2 Nils Kopal

Cryptography for ever

2019-10-31 27



2. Highlights
13. Connection to the DECODE database for downloading original historic ciEhers

- = — 7

You are logged in as Name: Copiale {
i la: 2 Eﬁg&k‘mﬁddim‘g zum-jplm usfic: ‘mﬂemt,mz- g :auq.\‘ ke
3 " L.

2 Name e S inkne plaintet | fabe S S i " ; .M"L\'Iﬂtlb‘+h|}f! ¥ e iy
2 Copile ey e e e >f |wn)u, \E'f.a.‘.pafl ti wﬂ&mmwr-fhiouum
210 BAV_iBorg-Lat 308 bl i X

Symbol set Clzartext language: | JueemTRi f:a.‘).‘wmﬂ;lt "5 .myuz'n 8 {s mxwm
A s i e A ] hs?vlmt‘cipﬁmmﬂkm m.yr‘_xa,u.;m ; i f i< szuk:dnrk:« _nw;ﬁlqé[nz:nmgma
Origin:  Author: The Oculist Society Dating: 1734-01-01:1736-12-31 b R ““"i[“‘“'a““*' oipadnizsns s 'f““l’*’-"‘“"l"‘""'1"rI agigzFiidisueds Liufs
Sendar: Region: Garmany . 'IWH{!'“'!‘ céace= il M““"&"'m Ifd'r"l"wnﬁﬂ ;
Racaiver: City: | AR : J‘)E H"kﬂﬁ'ﬂ’”f" afl TN 2 (C“‘m‘ﬁ"‘sa'& ‘ﬂ"ﬂbl!&lﬂwﬁ j i
e '_ o k’t‘u‘.mﬁr {,"\?‘7(“5‘"1%"‘ mp,m uﬁ[umémhvmnmzm(ﬂ'r
& Lo mmﬁmﬁhq@’ﬁa i lmF:rAn?os
Ink Type: r |df. H ‘1
: rt:g'ﬂﬁuam‘z Jlmﬁjr-l.pn*agn. *-’YY"(P-IL |
Add. info:  httpy/stplingfiluu.se/~bza/copiale/
: »mlp;zﬂm}lw. r.g&qn}fiﬁ'um‘u&r\q.ﬁf I
Images: v ‘ i X L1 X
-‘| {3t ( S
en%nppommmlvm)ﬂsmmﬁ.&
P lngo:&n&nmg];m[»mym ‘ 3'{“'_‘% l‘"‘-ﬁ,"-*'!"flﬁvhf"|l"|‘Wf'__ 2
k Lfn.%]u,n riglicie! M\]‘ﬁ&t ’ | g L.qu\{lﬁj,il_w;gr?
zqut*nalvrmfa‘ m;fpilmaq eric "111’ gﬁrmp]mr Lhu.mpa'mm.aaag«o'mwu"n
T zim: 44
Available ¥ Transcription + Decipherment
Seatistics V! Translation Downloaded Image
3 decryption of copiale cipher  2016-08-09  87kB e =y
1 tanscription of copiale cipher 2016-02-08  237kB o = : 3
2 sranstation to English of copia 2016-08-09  79KB . ## Transcription of Copiale document, August 2011. ## 1. document lines separated here by

blank lines.## 2. each character transcribed using an ascii code ## 3. uncertainties are
marked with "?"## 4. catch words letters at page bottom marked with "#"## 5. page numbers
marked with "##"## 6. capitalization is recorded (e.g., first letter is "L", not "I"}## 7.
logograms: "o society, "star* secret, *nee” master, *tri* lodge, *bigx* freemason, *gate*
table shaped, *lip* oculist (eye), *bigl” position of feet, *tribig™ lodge, *sci* "God", *toe* power

[ ——- : . A e >
DECODE Downloader DECODE Viewer ## PAGE 1Lit: mz grr bar b Iv x. zzz bar ih lam s. k sqp ki arr bar w npi oh j v hd tri arr eh
x ,-7 three c. ah niarrlamuh b lip uu r o.. zsdel grr hd zzz iot plus oh jnplam hdihns c. f Cuhj
hk eh three t p. sqp cross g ns lam : kDS x. uh hd eh ns plus zzz r. p ki mu lam ih three : y..
e | arrlamimalo. jgziotih ft x. ah bareh c. - uuds .J uhr. hk oh j k lamiot lam nic. zs .M
bas grr r. ah plus tri g y.. uu x z oh three m n. ki sqi nu h. hd plus ih f Km. uhru: p ziot oh f

bary.. bas hd eh jhd zzz iotlamn piah three btri.. gsznijarrlzuup femc. lamahr. gk
lam hdgrl r. hd grl lam zzz j n sqp ih bar tri r. del grr lam a ni g z w piy.. eh c tri.. r mal tri plus

This template shows how to download encrypted historical documents from the DECODE database:

1) Start the template (Play button).

2) Within the DECODE Downloader a list of database records is shown. These records can be limited by
entering a filter text, e.g. "Copiale”. bznsriotx y.jihruzuufnee zspikijarr ds p. ni sqi bar uh lam s. ki mu del m bar zzz

3) Via double click on an entry in the DECODE Downloader list, the record's meta data are shown in the ns g ah bar k hd ni lam hd bar | x. oh no sqi : ruih lam b iot hk um.y.. jz vz ah j x bas p. mu
DECODE Viewer. piiotz h. Igm cmal 0. g gs z uh plus p car grl nu x. eh three g h lam hd grl j hd grl lam ih

4) In the DECODE Viewer, additional documents and images can be downloaded: To do so, double click three t n. ki bar r oh y..mu ah plus h h. ruz oh three nu b s. ns plus : zzz 1. k p. sqp del gir hd

on the specific image or document entry in the lists. These downloads are shown in the components ::r:eu: ia;rsfa? Ln; ﬁsk ﬁgf xzzyz |?fI: ; g:ru?;f;f!:‘ g: la’:ﬁgscf:sz b";e?ir? 'S:; s:lghSdT:r'etg

String Encode

“ . .| o bobhmr b e mmml thenn Famn Aal lama bomm b e Aa e bl n ind Arenn ;moe b
Downloaded Document” and "Downloaded Image”. zzsmsmamws bk
Downloaded Document

(x CRYPTOO Nils Kopal 2019-10-31 28
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2. Highlights

14. DECODE Decipherer in CT2 — decryption of historic ciphers

Apspe ot —HE

FCATALOG NAME: Biblioteca Apostolica
Vaticana-Barb.lat.6956/1

FIMAGE NAME: 002rjpg-003v.jpg
#TRANSCRIEER NAME: Kajla

#IMAGE NAME: 002rjpg

<CLEARTEXT IT De Inenunchi? 14
Maggio 1628.>
<CLEARTEXT IT Mandai? comi serissy?>

6239675017378233236502
34305182200462379013567
3863027144623720852187
413670

3424008157150419086312
39036065018757122702 59
03630823002026021 6700
2437023

2200253570162396737 630
802123022209360917748
471550260002343008365
02727

7046252035077176870315
41820019084 5483608471
6382200363060201691531
2270

14,403 characters, 1 line
w0

Apostolica Vaticana/Barberiniani latini 6956/

ApSEe ot SHE

1 - <null>
& - <null>

02-a
20-a
00-a

=

— -

=

m=“ DECODE Decipherer
Catalog name: Biblioteca Apostolica Vaticana-Barb.lat.6956/1 Image name: 002r,jpg-003v.jpg
Transcriber name: Kajlo Date of transcription:  undefined
Transcription time: undefined Transcription method:  undefined
Tokens: 3871
Comments: undefined
Page: 1
1 623967501737 582332365023430516822004623156735863021446337 20852 1874136
man dai come 3 ¢ r i s 8 1 pars dela mia f miglia con le r
5 703424088157 1504 190863123503606 50168122702509036306230925260216700684370
o b b e per Mantova € mi s e r u/vi peotere s 2 nza daa = o
., 232200253570162396763080212302220936091774 547 1550260 9023430983650
“ s patto man da? a s apere quellec che h a u/ve 3 = e r i
4 70462520351768 783 154 18200 190484548360 547 16382200363060 20169153
o r £t at il Signor - Ghibkellino dal cocmmisgsarico - imperiale e 2 duca - di - Mantova che mi p a r e u/va di nm
. 703203817703779029931537 5163021545 158623967501008775 10044302535181L¢8
T o co m o m e n to per mia negoziazione man dai a gquestc a £ e t t
6 44093690253550168637014402636650203609852 1568 147 837 09312236902590
ferett i mio famil iare con ordine che gli?z? prete
o 827016582703582266507750208583186512047 032202364152 51793 1737 1la4
" sto di gueo stz sio eta ? 3i a cheo p a ? con Signor - Ghibellino come s=e
3 9960 508908766 817613390259313202€3%a157 1504 5901225060 134369060 3014
g u/vi e perché il d e t toc ¢ a mino per Mantove & p i u/v b r e ufve
o 691774 B47 0941449052 5080016862936502560 46208157 860 304670390216610023
" di quelloc cheic f e coni a dir i t w/vr a per u/ve r cna 1 a s
10 2290253526501843073525071320766033609169120232230255007908731
p et t =z i 3ot to colore di aszpetioe la
44026337 201021367060 304609816604 T7090713370330932501775637 02822
11 ) . . ) )
f a miglia & r o u/ve r e 1 ufve 2 dodeci mdeglia p
12 4605621698804 60 560203665810012536080283 1788783 B163152 7760 295032701731
r i ma di uw/vu/vdea o ? a t r e conte il Signor - Ghibellineo mi conm u/vn i ¢ o la

2] )

DECODEDecipherer

Nils Kopal 2019-10-31



3. Future Plans

(t CRYPTOOL 2 Nils Kopal 2019-10-31 30
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3. Future Plans

. Make CT2 more attractive for users and developers
— »2Achievement system” (inspired by computel ﬁ‘ b\
. Establlsh CT2 more in research and teachlng -
e Continue implementing current developments of cryRoIogy
— Classic/historic cipher analysis: DECRYPT project
— Modern cryptology/cryptanalysis, e.g. post-quantum cryptography
— Cryptanalysis framework of choice (for symmetric ciphers)
* Implement a rich set of YouTube videos for users/developers

— Create content for the CrypTool 2 YouTube channel
* Wishes? What do you think/want?

Nils Kopal 2019-10-31



Questions and discussion

Thank you very much for your attention!

Do you have questions?

Nils Kopal 2019-10-31
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