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Relevance of Cryptography

Examples of Applied Cryptography

A Phone cards, cell phones, remote controls

A Cash machines, money transfer between banks
é\ Electronic cash, online banking, secure email amazonde @_
A Satellite TV, paper-view TV

A Immobilizer systems in cars

A Digital Rights Management (DRM) \

A Cryptography is no longer limited to agents, diplomats, and the military.
Cryptography is a modern, mathematically characterized science.

A The breakthrough of cryptography followed the broadening usage
of the Internet

A For companies and governments it is important that systems are secure
and that
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users (i.e., clients and employees)
are aware of and understand IT security!

CrypTool 1.4.30 Pageb



Definition Cryptology and Cryptography

Cryptology(from the Greek kryptés, "hidden," and légos, "word") is the science of secure
(or, generally speaking, secret) communication. This security requires that legitimate users,

a transmitter and a receiver, are able to transform information into a cipher by virtue of@ key
that is, a piece of information known only to them. Although the cipher is inscrutable and ofter
unforgeable to anyone without this secret key, the authorized receiver can either decrypt the
cipher to recover the hidden information or verify that it was sent in all likelihood by someone
possessing the key.

Cryptographywas concerned initially with providing secrecy for written messages. Its princip
apply equally well, however, to securing data flow between computers or to encrypting televis
signals. Today, the modern (mathematical) science of cryptology is not just a set of encryptior
mechanisms. It has since been applied to a broad range of aspects of modern life, including c
and message integrity, electronic signatures, random numbers, secure key exchange, secure
containers, electronic voting, and electronic money.

Source: Britannica (www.britannica.com)
A similar definition can be found on Wikipedktp://en.wikipedia.org/wiki/Cryptography
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Cryptographyc Objectives

A Confidentiality

A Information can be made effectively unavailable or unreadable for
unauthorized individuals, entities, and processes.

A Authentication
A The receiver of a message can verify the identity of the sender.

A Integrity

A Integrity ensures that data has not been altered or destroyed in an
unauthorized manner.

A Non-Repudiation

A The receiver can prove that the message he or she received is precisely wha
the sender sent; the sender will have no means to deny any part of his or her
participation.
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The CrypTool Project

A Originated as an awareness program for a large bank (internal training)
A Employee education
A Developed in cooperation with universities (improvement of education)
A Media didactic approach and standard oriented
1998 Project startg over 40 persoryears of effort have since been invested
2000 CrypTool available deeeware
2002 CrypTool available ontheA G AT Sy Qa [/ 5 | y(BerndaB ifarkaiidh Secdrity Adey) . {
2003 CrypTool becomespen sourceg hosting by University of Darmstadt (Prof. Eckert)
2007 CrypTool available in German, English, Polish, and Spanish

2008 .NET and Java versions startedosted by University of Duisburg (Prof. Weis) and SourceForge
2010 CT1 available in fifth language, Serbian; .NET and Java versions to be released

A Awards
2004 TeleTrusT (TTTFOrderpreis Sponsorship Awardf@
2004 NRW (IT Security Award NRW) /& =55 NNRWL
2004 RSA Europe (Finalist of European Information Security Award 20 secunirr

A ~ 7z A

, 2008 4 { St SOUSR [FYRYI NJ] &[] AWR Ag/**% S GDSNXIye
A Developers 545 endmas o e of o 2008
- Developed by people from companies and universities in many different countries.
A Currently there are about 50 people working on CrypTool worldwide.
Additional project members or applicable resources are always appreciated.
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Examples of Early Cryptography (1)

Ancient encryption methods

A Tattoo on the shaven head of a slave, concealed by regrown hair

A Atbash(circa 600 B.C.)
- Hebrew secret language, reversed alphabet

A Scytale from Spartécirca 500 B.C.)
- Described by Greek historian/author Plutar@hs- 125 B.C.)

- The sender and receiver each need a cylinder (such as a wooden rod) with the sam
diameter

- Transposition (plaintext characters aregerted)

Encrypted text (ciphertext): ‘ N T )
A 4 & e
Plaintext: /»P”L/E
Aicarl ijs the —“D/ES T m
renegade €0 // ¥ |
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Examples of Early Cryptography (2)

Caesar encryption (monalphabetic substitution cipher)

A Caesar encryptioulius Caesar, 16614 B.C.)
A Simple substitution cipher

GALLIA EST OMNIS DIVISA ...

Plaintext: \

ABCDEHIJKLMNOPQRSTUVWXYZ

Secret alphabet: l

DEFGHUKLMNOPQRSTUVWXYZABC

JDOOLD HVW RPQLV GLYLVD ...

A Attack: Frequency analysis (typical character allocation) e

Presentation with CrypTool via the following menus:
wAnimation: GLYRAQGP t\NPRQAIRANBA & {

AR/ RS AL NE
wimplementation:ad / NB LIGi k 5 S DAF YI8 & NA Oa b 108 &

BNEAASO U & 2

CrypTool 1.4.30 Pagelo



Examples of Early Cryptography (3)

Vigenere encryption (pohalphabetic substitution cipher)

Keyword character

A Vigenére encryptionslaise de Vigenere, 152596)

A

A

™

.

Encryption with a keyword using a key table

Example
Keyword: CHIFFRE

EncryptingVIGENEREbecomesXPOJSVVG

The plaintext character (V) is replaced by the characte
the corresponding row and in the column of the first

keyword character (c). The next plaintext character (1)
replaced by the character in the corresponding row ang
the column of the next keyword character (h), and so o

If all characters of the keyword have been used, then tf
next keyword character is the first key character.

Attack (via Kasiski test; other tests also exist): Plaintext
combinations with an identical cipher text combination
can occur. The distance of these patterns can be used
determine the length of the keyword. An additional

w-cxz@r:-gmp:g'#ozZr-m‘—-—':::t:'ﬂ?-l:ﬂm'-n-

ub@le-.rghtjklmnupqrstuwwxyz
ABEDEFGHI JELMNOPQRSTUVWXYZ
BCﬁ'lﬁ]"GHIJELMNOFQRSTI'VWKTZJ\
CDEFGHI JKLMNOPQRSTUVWXYZAB
DEEGHI JKLMNOP QRS TUVWXYZABC
EF&EHT JEKLMNOPQRSTUVWXYZABCD
FGHI JKLMNOP QRS TUVWXYZABCDE
GHEJKLMNOFQRESTUVWXYZABCDEF
HI J KLMNOFOQRSTUVWXYZABCDETFG
1JELMYNOPQRSTUVWXYZABCDETGH
JKLMNOPQRSTUVWXYZABCDEFGHI
KLMNOPQRSTUVWXYZABCDEFGHI ]
LMUOPQRSTIUVWXYZABCDEFGHI JK
MNOPORSTUVWXYZABCDEFGHI J KL
NOBPQRSTUVWXYZABCDEFGHI JKLM
OPOQRSTUVWXYZABCDEFGHIL J KLMN
PORSTUVWXYZABCDEFGHI J KLMNO
QRETUVWXYZABCDEFGHI JKLMNOFP
RSTUVWXYZABCDEFGHI JKLMNOFQ
STUVWXYZABGDEFGHL JKLMNODPFQR
TUVWXYZABCDEFGHI JKLMNOP QRS
UVWXYZABCDEFGHI JKLMNOP QRS T
---\-'--W@l'EABUDHIGEIIJKLMNOPQR.‘;TU
WXVARABCDEFGHI JKLMNOPQRSTUV
XYZABNDEFGHI JKLMNOPQRSTUVW
YZABCD GHI JKLMNOPQRS TLVWX
ZABCDEFGHI J KLMNOP QRS TUVWXY

Tableau carré, dNg Carré de Vigendre @

\U

frequency analysis can then be used to determine thg¢
key.
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Encrypted
character
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Examples of Early Cryptography (4)

Other classic encryption methods

A Homophone substitution

A Playfair (invented 1854 by Sir Charles Wheatstone, :8825)

- Published by Baron Lyon Playfair

- Substitution of one character pair
by another one based on a squdrased
alphabet array

A Transfer of book pages
- Adaptation of the Ondime Pad (OTP)

A Turning grille(Fleissner)
A Permutation encryption
-a52d20tS 5A0S¢ O0R2dzmtS O
(Pure transposition, but very effective)

CrypTool 1.4.30

Options
IV Separate duplicate letters
First separator: IX_
Second separator: IY—
[V Separate duplicate letters only within pairs
IV lgnore duplicate letters in the key phrase
Playfair key-
Short version of the Playfair key:
|CHARLES
Key matriz o~
* 525 matrix
fC_ IH_ [A_ lﬁ- IL_- I_ " BB matrix
1N 0 Y N
[T TR (S I T
[ e PJas P uw
M w Rk F [
s B o o [ o R
Encrypt Decrypt | Cancel
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Cryptography in Modern Times

Developments in cryptography from 1870970

Classic methods
A are still in use today
GaAYyOS y2i SOSNEGKAY3I OlFlYy 06S R2yS o0& |
A and their principles of transposition and substitution the foundation of the design of
modern algorithms, which combine simpler operations at a bit level (a type of multiple

encryption or cipher cascade), use block ciphers, and/or use repeated uses of an
algorithm over multiple rounds.

Encryption becomes

A moresophisticated

A mechanizedr computerized and
A remainssymmetric
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Example from the First Half of the 20th Century

Mechanical encryption machines (rotor machines)

Enigma Encryptiomarthur Scherbius, 1878929)
A More than 200,000 machines were used in WWII.

A The rotating cylinders encrypt every character of the
text with a new permutation.

A The Polish Cipher Bureau broke thefrar Enigma
prototype as early as 1932.

A Based on this work, the later Enigma was broken only
with massive effort. About 7000 cryptographers in
the UK used decryption machines, captured Enigma
prototypes, and intercepted daily status reports
(such as weather reports).

A Consequences of the successful cryptanalysis
AG¢CKS adz00SaatdzZt ONELIWI VI
a strategic advantage that played a significant role in
winning the war. Some historians assert that breaking
the Enigma code shortened the war by several months

2NJ SOSY | eS| NXé
(translated from http://de.wikipedia.org/wiki/Enigma_%28Machine%28larch
6, 2006)
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Cryptographyc Important Insights (1)

A Kerckhoff€)  LINJ\iyf s&edinkedb) S

Tt Separation of algorithm (method) and key e.g. Caesar encryption:
Algorithm: ¢ { KA Fd Ff LKl 6Sd o6& | OSNIl y y dzY o SN
Key: CKS GOSNIUIAY ydzYoSNI 2F LIRaAGA2Yyaté

ntKerckhoff LINRA Yy OA LJX SY

The secret lies within the key and not within the algorithm;
0 KNRdzZAK 20a40dzNAGeé A& AyolfAR

GdaSOdzNA (@&
A OneTime Pad: Shannon / Vernam
1t Theoretically completely unbreakable, but highly impractical (used by the red telephone*)

A{KFyy2yQa 02y OSLXiay /2yFdzarzy | yR
1t Relation between M, C, and K should be as complex as possible

(M=message, C=cipher, K=key)
1t Every ciphertext character should depend on as many plaintext
characters and as many characters of the encryption key as possible &

na! gt yOKS STFFSOG¢ oavYlff Y2RAT

A Trapdoor function(one-way function)
Tt Fast in one direction, not in the opposite directi@vithout secret information)

Tt Possessing the secret allows the function to work in the opposite direction.
(access to the trapdoor) -

Pagel5
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OEI YL Sa 2F . NBI OKSa 2

The secret should lie within the key, not in the algorithm

A Cell phone encryption penetrate@@ecember 1999)

GLaAN)} SEA NBXaSI NOKSNBE RA3AO20USNBR RSaA3dy
private conversations carried by hundreds of millions of wireless phone&iAlekov

and AdiShamir describe in a paper to be published this week how a PC with 128 MB
RAM and large hard drives can penetrate the security of a phone call or data
transmission in less than one second. The flawed algorithm appears in digital GSM
phones made by companies such as Motorola, Ericsson, and Siemens, and used by \
2O0SNI mnn YAfTEA2Y Odzad2YSNB AY 9dzNRLIS |

Gt NEBOA2dzat e GGKS D{a Sy ONE Liifo keyig develap2dd (i
secret away from public scrutiny but most experts say high security can only come
from published code. Moran [GSM Association] said "it wasn't the attitude at the time
publish algorithms" when the A5 ciphers was developed in 198%ubignt ones being
created will be published for peer review.

[http://www.wired.com/politics/law/news/1999/12/32900]

A Additional example:ln 1999, Netscape Navigator stored email server passwords using
a weak proprietary encryption method.
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Sample of a Ondime Pad Adaptation

CrypTool 1.4.30

Clothes hanger of a Stasi agent
with a secret one-time pad
(source: Spiegel Spezial, 1/1990)

Menu:
OCrypt/Decryp€ \

G{e@YYSUNRDO

GxSNYI YE
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